Symmetric Key Encryption

= Secret Key Encryption
= The same key is used for both encryption and decryption.

= Both parties agree on a private key beforehand.
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= Principle
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Symmetric Key Algorithms

DES, AES, IDEA, 3DES, CAST, Skipjack,
Serpent, Mars...

Advantages: Very fast
Disadvantage: Unsecured key transfer



Symmetric Key Algorithms

To communicate securely
>
Use a key for each pair
->
(n2-n) /2 keys

Examples: .

A B A B
/\ E
B C C D C D
4 users 6 keys
5 users 10 keys
10 users 45 keys




Symmetric Key Algorithms

Objective of secret key algorithms

v' Seeking perfection = Seeking randomness

the encrypted message must appear as random
as possible to limit the risk of attack



Random Feistel Bijection

 Choose a random function f having n bits as arguments
* Encrypt blocks divided into two parts Left and Right

> Encryption: L=DandR=G xor f(D)
> Decryption: D=LandG =R xor f(L)

We repeat the Feistel diagram a number of times (rounds)
(in DES, the number of rounds = 16)



DES (Data Encryption Standard)

= DES was the official encryption tool of the US government
(until 2005), developed by IBM in the 1970s.
= 64-bit block and 64-bit secret key encryption system

DES:

- SYMETRIC

- REVERSIBLE

- BLOCK-BASED
- SECRET-KEY



DES KEY

The DES key is a 64-bit string: only 56 bits are actually used to
define the key. The remaining 8 bits (8, 16, 24, 32, 40, 48, 56,
64) are parity bits

2°¢ possible keys (= 72 millions of billions possibilities)



DES: ENCRYPTION STEPS

Plaintext message = Series of 64-bit blocks

Steps:

DES uses a secret key of 56 bits, which it transforms into 16 "sub-keys" of 48 bits each (one for each
iteration). The encryption process consists of 19 steps:

= Tst step
The first step is a fixed (standard) transposition of the 64 bits to be encrypted.

= Following 16 steps

The following 16 steps can be divided into 2 "sub-steps” each. Firstly, the 64-bit block is split into
2x32 bits, and a substitution is performed between these two blocks; in fact, these two blocks will
simply be exchanged with each other. Secondly, the 32-bit block with the highest weight (the block
ranging from hit #32 to bit #63) undergoes a transposition controlled by the sub-key corresponding
to the current step.

= Steps 18 and 19
The last two steps are two transpositions. 10



DES ENCRYPTION DIAGRAM
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Initial 64-bit block

l Initial permutation

I
l Separation into 2 sub-blocks l

RO

—

First iteration

l

R1 = LO xor f(R0,K1)

Second iteration

i [
. % % 8 1
1 1
L16 =R15 R16 = L15 xor f(R15,K16)
I Block reconstitution
>

lFinaI permutation

Final 64-bit block
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AES (Advanced Encryption Standard)

= The algorithm proceeds in blocks of 128 bits, with a
key of 128 bits as well.

= Each block undergoes a sequence of 5 transformations
repeated 10 times.



AES: ENCRYPTION STEPS

. Addition of the secret key (by a XOR).

. Nonlinear byte transformation: the 128 bits are divided into 16 blocks of 8 bits, themselves
distributed in a 4x4 table. Each byte is transformed by a nonlinear function S.

. Row shift: the last 3 rows are shifted cyclically to the left: the 2nd row is shifted by one
column, the 3rd row by 2 columns, and the 4th row by 3 columns.

. Column scrambling: Each column is transformed by linear combinations of the different
elements of the column (i.e: multiplying the 4x4 matrix by another 4x4 matrix).

. Addition of the round key: At each round, a round key is generated from the secret key by a
sub-algorithm. This round key is added by a XOR to the last block obtained.



AES: ENCRYPTION DIAGRAM

Next round

=
Input: 128-bit block

Round key
generator

I
I
I
I
I
I
I
Round key |
I
I
I

Output: 128-bit block

Out of the algorithm

L -

Row sIlift

5 transformations repeated 10 times



Public Key Encryption

o Asymetric encryption
o 2 keys: public and private

o A message encrypted with one of the two keys can only be

decrypted with the other key
Algorithms: RSA, Diffie-Hellman, ElGamal, DSA...

Advantages:
100 users, we use 100 pairs of keys (4950 keys for a symetric encryption).

Disadvantages:

Public key algorithms are complex and are 100 to 1000 times slower than secret
key algorithms.

Public key cryptosystems are vulnerable to certain attacks



Public Key Encryption
= Principle
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Public Key Encryption

= Principle

BRUNO




RSA (Rivest, Shamir, Adelman)

= Developed in 1978 by Ronald Rivest, Adi Shamir and Leonard Adelman.
= Most public key cryptosystems are based on this algorithm.

= Based on Factorization

~
- - e——g
- =
e |

RSA: Ron Rivest, Adi Shamir, Len Adleman - Courtesy of Ron Rivest



Mathematical principles of RSA
= Congruence

Consider n an integer suchas:n22

We say that a is congruent to b modulo n, if (a-b) is divisible by n

We note:a=b (mod n)

Example

@ 28 = 2 (mod 26), Because 28 - 2 is divisible by 26
@ 85 = 26 + 59 Then 85 = 59 (mod 26)

@ 85 =3x26+7 Then 85 =7 (mod 26)



Mathematical principles of RSA
= Modular addition

Consider a,b and n integers :
a+b (modn)=a (modn)+b (modn)

Example
Calculate : 133 + 64 (mod 26)

» 133464 =197 =7 x 26 + 15 = 15 (mod 26)
» % 133=5x26+3=3 (mod 26)

* 64 =2 x26+ 12 =12 (mod 26)

* 133464 =3+ 12=15 (mod 26)



Mathematical principles of RSA
" Modular multiplication

Consider a,b and n integers:

axb (modn)=a (modn)xb (modn)

Example
Calculate: 3 x27 (mod 26)

» 3x27=81=3x26+3=3 (mod 26)
» 27 =1 (mod 26) then 3 x 27 =3 x 1 = 3 (mod 26)



Mathematical principles of RSA

= Factorization complexity

@ S x7=?
e 35 =7
@ Factorize 15917

@ Calculate 37 x 43
@ Calculate p x g is more easier than factorize n = pq

The complexity estimates the calculation time (or the
number of elementary operations) necessary to perform
an operation



Mathematical principles of RSA

= Factorization complexity

e Addition

= The sum of two digits (eg. 6+8) is of complexity 1
= The sum of two integers of n digits is of complexity n
= Example: 1234+2323: 4 additions

e Multiplication

= The multiplication of two integers of n digits is of complexity n?
= Example: 1234 x 2323: 16 multiplications

o Factorisation : exp(4n3)



Mathematical principles of RSA

=" Complexity of multiplying and factorizing
numbers of n digits

n  multiplication  factorisation
3 9 320
4 16 572
5 25 934
10 100 5528
50 2 500 2 510 835
100 10 000 115 681 968

200 40 000 14 423 748 780



Mathematical principles of RSA
= Modular exponentiation

Find out an efficient method to caclulate ak (mod n)

Example: Let’s calculate 5" (mod 14)

We notice that 11 in base 2 =(1,0,1,1) then11 =8 + 2 + 1
511 = 58 x 52 x 5

Let’s calculate 52 (mod 14):

5=5 (mod 14)

52=25=11 (mod 14)
54=52x52=11x11=121=9 (mod 14)

58 =5'%x5=9x9=81=11 (mod 14)

Consequence:

511 =68 x 52 x 51 =11 x 11 x5
=11x55=11x13=143 =3 (mod 14)



Mathematical principles of RSA
= Modular exponentiaition

Example: calculate 17'°* (mod 100)
We notice that 154 in base 2 = (1,0,0,1,1,0,1,0) then 154 =128 + 16 + 8 + 2
17154 = 17128 x 1716 x 178 x 172

Let’s calculate 17, 172, 174, 178,..., 17128 (mod 100):
17 =17 (mod 100)

172 =17 x 17=289=89 (mod 100)

17 =172 x 172 = 89 x 89 = 7921 = 21 (mod 100)
178 =17 x 17* =21 x 21 = 441 =41 (mod 100)
170 =178 x 178 = 41 x 41 = 1681 =81 (mod 100)
1732 = 1716 x 1716 = 81 x 81 = 6561 = 61 (mod 100)
17 =172 x 1732 =61 x 61 = 3721 =21 (mod 100)
17128 = 1764 x 17%4 =21 x 21 = 441 =41 (mod 100)

17154 = 17128 1716 x 178 x 172 =41 x 81 x 41 x 89
= 3321 x 3649 = 21 x 49 = 1029 = 29 (mod 100)



Mathematical principles of RSA

" Prime number

Each positive integer a (a > 1) is said to be prime number if
its only divisors are 1 and itself

= Coprime numbers

Two integers a and b are coprime numbers if gcd(a,b)=1



Mathematical principles of RSA

" Fermat’s Little Theorem
If p is a prime number and a is an integer then:

aP =a (mod p)

= Corollary
if p does not divide a then:

aPt=1 (mod p)

= Example:p=3,a=2
e 23=2 (mod 3)
e 22=1 (mod 3)



Mathematical principles of RSA

" Improved Fermat’s Little Theorem
Consider p and g two distinct prime numbers and let n = pg

For each integer a such that gcd(a,n)=1 we have:

alP-1(a-1) =1 (mod n)

" Example:p=5,q9=7
* n=pxg=35
e (p-1)x(g-1)=4x6=24
e Fora=1,2734,6,38,9,611,12,13,.. a’*=1 (mod 35)



Mathematical principles of RSA

" Principle of the Euclidean Algorithm

gcd(a,b) = ged(b, a mod(b))

" Extended Euclidean Algorithm

Calculate the Bézout coefficients v and v such that:
au+bv = gcd(a,b)



Mathematical principles of RSA

" The inverse modulo n
Let a and x two integers, we say that x is an inverse of a

modulo n if:

ax=1 (mod n)

*a has an inverse modulo n if and only if: ged(a,n)=1

elfau+ nv=1thenuisaninverse of a modulo n



RSA ENCRYPTION

= Encryption parameters

o Look for a difficult problem:

Factorizing an integer that is the product of two distinct prime numbers.
o Calculation of the two keys, public and private:

Using the Euclidean algorithm and Bézout's coefficients.

o Environment:

Calculations are done modulo an integer.

o Decryption:

Thanks to Fermat's Little Theorem.



RSA ENCRYPTION

= Encryption steps

= Calculation of the public and private keys
= Message encryption

= Message decryption

PUBLICKEY - . -
PRIVATEKEY - Message M




RSA ENCRYPTION

Step 1: Keys preparation

Step 1.1: Choice of two prime numbers

Alice performs the following operations:
Choice of two distinct prime numbers p and g

Calculationof n=p x q

Calculation of @(n) = (p - 1) X(q-1)

Example

@ p=>5andqg =17
oin=pXqg=2385
e po(nN)=(p—1) x(qg—1) = p(n) =64



RSA ENCRYPTION

Step 1: Keys preparation

Step 1.2: Choice of an exponent and calculate its inverse

Alice chooses an exponent e such that gcd(e, ¢(n)) = 1
Alice calculates the inverse d of e modulo ¢(n) using the Extended Euclidean
Algorithm: d x e = 1 (mod ¢(n))

Example

o e =95 and we have gcd(e, ¢(n)) = gcd( 5,64) = 1
» 5x13+64 x (1) =1
= then 5x 13 =1 (mod 64)

= the inverse of e modulo ¢(n) is d =13



RSA ENCRYPTION

Step 1: Keys preparation
Step 1.3: Public key

The public key of Alice is composed of two numbers: n and e

Step 1.4: Private key

Alice keeps secret her private key: d

According to the previous example:

n=8%ande =5
=l



RSA ENCRYPTION

Step 2: Message encryption
Step 2.1: Message

o Bruno wants to sent a secret message to Alice
o He transforms his message into one (or many) integers m

o The integer m verifies 0 <m < n

Example

m =10



RSA ENCRYPTION

Step 2: Message encryption
Step 2.2: Encrypted message

o Bruno procures the public key of Alice: n and e
o He calculates the encrypted message x = m® (mod n)

o He transmits the message x to Alice

Example
& m=10. n=8%ande =5
e x=m°® (mod n) = 10° (mod 85)
» 10?2 = 100 = 15 (mod 85)
» 10% = (10%)? = 152 = 225 = 55 (mod 85)
» 10° = 10* x 10 = 55 x 10 = 550 = 40 (mod 85)

@ Then, The encrypted message is x = 40



RSA ENCRYPTION

Step 3: Message decryption

o Alice receives the message x encrypted by Bruno

o Alice decrypts it using her private key d

o m = x9(mod n)

Example

o X =403ad =113 =35 4013 (mod 85)

» 402 = 1600 = 70 (mod 85)

» 40% = (40%)% = 70° = 4900 = 55 (mod 85)

» 40% = (40%*)? = 55 = 3025 = 50 (mod 85)
o 40'3 = 403+4+1 = 408 x 40* x 40 = 50 x 55 x 40 = 10 (mod 85)
® We find again the message m = 10 encrypted by Bruno



RSA ENCRYPTION

nete d

x = m® (mod n) I

— E of D — m=x? (mod n)

BRUNO ALICE



Security of RSA

= |t is presumed difficult to deduce the private key (d) from the public
key (n, e). If one could factorize n to find p and q, it would be
possible to obtain the key d by using e, the public exponent. Thus,
the security of RSA is depending on the difficulty of the factorization
problem.

= Since n is a very large number, it is very difficult to calculate its
decomposition into prime factors.

= In practice, n is a number whose binary representation is on the
order of 350 to 400 bits. Indeed, it is important to choose p and g
carefully.



Hash function
Definition
« Mathematical compression function that converts a string of arbitrary length
into a fixed-size string (often smaller, called a hash or digest).

Input String Hash

Hash Function QqhzrDg9AhItJ+gEhsb6
Hello World 4 HveGIOhQX87Jy8yKdyi6
iUk=

* |tis easy to calculate the hash from an input string, but it is difficult to
generate strings that have a specific hash



Hash function

Utilization

The hash function is public and is primarily used in digital signatures, data
integrity verification, and identification.

For example, to access an account on Unix, the system calculates the hash from
the password and compares it to the known hash, which is located in the
etc/passwrd file. The same process applies for a web login

Company
User DB
Hashing D
N
Algorithm
USERNAME: <
——>» #MOD# [ |hd23dd23 il
PASSWORD: | 12345678| — | Henry
hd23dd23
Hash key produced

Customer logs into account and checked against

stored password hash key
If the same they are let in.



Hash function

Hashing algorithms

= MD2, MD4 and MD5. Message Digest 2,4 et 5 :
o Developed by Ron Rivest for RSA Security.
o They are hash functions that produce all a hash of 128 bits.

= SHA, SHA1 and SHA2. (Secure Hash Algorithm) :
= Developed by NSA.
= The two algorithms (SHA and SHA1) produce hashes of 160 bits for a message of
two millions Terabytes long.
= The size of its hash makes it difficult to break, but it is slower than MD5.

= Snefru (128 and 256 bits), N-Hash (128 bits), ...



Initialization vectors

16 operations of F(B,C,D) + A +
MO0-15 + K1-16 <<<S1-16

G(B,C,D) + A+ M0-15 +
K17-32 <<«<S17-32

16 operations of H(B,C,D) + A +
MO0-15 +K33-48 <<<S33-48

16 operations of I(B,C,D) + A +
M0-15 + K49-64 <<<S49-64

MD5 \

A — 01234567
B — 89abcdef
C —fedcba98
D —76543210

J. Lake. The MDS5 algorithm (with examples). 2021
https://www.comparitech.com/blog/information-security/mdS-algorithm-with-examples/



Hash function

Integrity check
Sender
L (1)
Message
Creating the message hash

(2) (2"
Message Hash
Transmission Transmission

u (3) (4)
vessoge (NS

Creating the hash of the
received message

Verification of the two hashes
o If they are the same then the message is
Recipient authenticated



Digital Signature
Definition
= A digital signature is any authentication process for documents, generated
and managed purely electronically by computers. A digital signature serves

the same purpose as a handwritten signature.

= A handwritten signature is easy to forge. On the other hand, a digital
signature is practically unfalsifiable; moreover, it attests to both the content
of the information and the identity of the signer. It is unique, easy for the

recipient to authenticate, easy to generate, and economically viable.



Digital Signature
Creation et utilization

= The basic method used to create a digital signature involves encrypting the
information with the sender's private key. The recipient has the ability to verify and
authenticate the information using only the sender's public key. Indeed, if the
recipient is able to decrypt the signature with the sender's public key, then the
information is authentic:
> Signature: X = M9 (mod n)
> Authenticity check: M = M¢ (mod n)



Digital Signature
To authenticate themselves, the sender uses their private key to sign a message. On the other hand, the

receiver uses the sender's public key to verify if the message is signed.

In this way, the receiver can verify both that the data has not been altered and that it has indeed been sent by
the sender. Sender

[] 2)

3 -
vessege I

Encrypted message

Message encryption
using the Private key

Public ? @ Private
o : : key IO Key
Authentication using Public key

Key generation

(1) (3)
I Transmission of the Public

Encrypted message
key via the network

Transmission

vessege (TR
Message decryption using Encrypted message
the Public key

Recipient



Combination of a hash function with public key encryption

Sender
Key generation D (2)
Public ? E__?“I;l_'i_v_a_te Message Hashing function (H)
= Vo lf?’fd Message hash creation
(3) ﬁ?
Hash encryption using
(1) (4) the Private key
Transmission of the Message
network
(4)
Transmission of the encrypted hash
Recipient

[]

(5) (6) &
Message ? 4's

Creation of the received Hash decryption using
message hash the Public key

Verification of the two hashes
If they are the same then the message is
authenticate



Cryptanalysis
Definition
= The cryptanalysis is the art of analyzing an encrypted message (its
weaknesses) in order to decode it (and break the code).

= The aim of cryptanalysis is to find plaintext messages corresponding to
encrypted messages

Attacker

= The individual attempting to decrypt (without knowledge of the key) is called
the attacker.

= The attacker employs a combination of analytical reasoning, application of
mathematical tools, and discovery of redundancies

Kerckhoffs principle

= The security of encryption should rely solely on protecting the key. This
means that the algorithm (method or procedure) is public (not secret)



Cryptanalysis
Types of cryptanalysis

= Partial cryptanalysis: the attacker decrypts one or more messages (but not
all of them).

= Total cryptanalysis: the attacker discovers a way to decipher all messages
(for example, if they discover the key)

Cryptanalysis Techniques:

1) Exhaustive search

= Try all possible combinations of a key.

= Programs that use this method are called brute-force programs (crackers).
They require as input the name of the file to crack and a regular expression.

= The cracker tries all possible combinations of keys that satisfy the reqular
expression.

Example: For the Caesar cipher, this search is feasible because there are few possibilities (25)



Cryptanalysis

2) Dictionary attack

= Find the key using common words from the language using a database
(dictionary). This dictionary includes words from the language, names of
actors, film or cartoon characters, philosophical phrases, etc.

= The cracker attempts to decipher the text by trying these words (reversed, in
lowercase, or uppercase...).

3) Statistical attack (frequency-based)

A statistical attack involves statistically analyzing encrypted texts, which
means:

= Determining the frequencies of occurrence of symbols;

= Comparing them with the typical frequency characteristics of languages.



Relative frequency in the English languagel'!

Letter =

Relative frequency in the Arabic language #
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Cryptanalysis
4) Protocol attack

= Passive attack (listening to the channel): involves collecting information, recovering a secret key,

or observing the sender writing plaintext. This type of attack is very difficult to detect.

= Active attack: involves inserting messages, deleting messages, or destroying communication channels.

The manner in which the attack is conducted depends on the network.

a8




Encryption tools
There are two types of tools: Hardware and Software

PGP (Pretty Good Privacy)

Software encryption for documents, invented by Philippe Zimmerman
Features of PGP:
= PGP offered encryption keys of more than 1024 bits.

= PGP combines the best features of both conventional cryptography and public-
key cryptography.
Algorithms used by PGP:
= The RSA public-key encryption algorithm (for signing and encryption),
= The IDEA secret-key encryption algorithm (for encryption),
= The MD5 one-way hash algorithm (for signing and authentication).




Encryption tools

Other tools

= GNU Privacy Guard (Windows/Mac/Linux)
Open-source implementation of PGP

= Disk Utility(Mac)

Encryption using AES 128 bits or 256 bits

= TrueCrypt(Windows/Mac/Linux)

Create and secure virtual disks

= AxCrypt(Windows)

Use AES 256 bits

= 7-zip(Windows)

Use AES 256 bits




PKI (Public Key Infrastructure)

Definition

= PKl is based on a public key encryption architecture

= |t consists of a set of outsourced services that ensure better
management of key criteria for network security, such as
authentication and integrity. It ensures confidentiality as well as
non-repudiation of information. These services are based on the

concept of the electronic certificate



PKI (Public Key Infrastructure)

Key Management in PKI

= (eneration
= Distribution
= Storage

= Deleting

= Archiving

= Recovery



PKI (Public Key Infrastructure)

PKI Components

= Registration Authority
o Verify the registration request of a new entity in the infrastructure
= Certification Authority
o Generate the certificate for an entity, containing the public identity and the
certificate validity period
= Verification Authority

o Store valid or revoked certificates



PKI (Public Key Infrastructure)

Registration Certificate Verifico’(ion
Authority 9 Authority G Authority
Request Update
reqistrated status
> >
A
e OCSP request
VA respond (verifiy entity
(good, bad or tificate) OR
X,5,09 e unknown entity) - IESAGF)
certificate OR
(7,

GRespond with
— ~A~Avrhif~A~AtA

wuUulilliincecuiv

Initialize 4

Enfity/Server ,
connection
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